AABE Legislative Issues and Public Policy Committee (LIPPC) CALL 

Cyber Security Working Group
AUGUST 8, 2011
Meeting minutes

ATTENDEES
Marie Knox (Team Leader), Dwayne Barlow, Sonya Baskerville, Susan Bostic, Richard Campbell, Sabrina Campbell, Dena Jefferson, James Ridley
DISCUSSION

Remote access to energy systems; intrusion of smart grid meters and impact of cyber security disruptions regarding disadvantaged communities was discussed and the possibility that manufacturing companies from overseas could be encrypting parts.  It was agreed that the potential disproportionate affect on minority communities due to lack of access to distributed generation for example, and whether energy companies might tend to put a higher value on industrial customers before trying to restore our communities needs to be explored.  It was also agreed that probably possible impacts on minorities falls under the umbrella of ‘Reliability.’  
The following were also discussed:

1. Define Cyber Security and why it matters to our constituents (Richard and Sonya)

2. Prepare Overview of Cyber legislation pending in Congress which ultimately will become part of background information in White Paper (Sabrina)

3. Explore whether AABE Website can be used as a repository for education information  (Sabrina)

4. Explore adding AABE to Agenda during Tunica 2008 CBC Political Education and Leadership  
5. Ideas for a series of webinars include:
· General overview from a NERC representative
· How RTOs are preparing
· Disaster recovery preparedness from an energy company perspective if not too sensitive (Susan)
· Presentation from Co-Chair of Solar Storm NERC geomagnetic team (Sonya)
· Update from Capitol Hill Staffer on Cyber legislation (Sonya)
6. Brainstorming results on possible topics for discussion and/or position papers

· Remote access vulnerabilities

· Conduct background discussion on how communities are potentially impacted

· Make sure there’s advocacy on behalf of African Americans and other minorities

· How does Cyber Security impact those who are disenfranchised

· Could this have effects similar to Hurricane Katrina

· Could minority communities be disproportionately targeted

· Could electronics manufactured in unfriendly countries be compromised
· Smart meter vulnerabilities

7. Team leader will determine frequency of working group meetings
8. Team leader gave reminder of entire LIPP Committee conference call on Tuesday, August 16, 3-5PM EST.
